
 
    
 
 
 
DATE:  July 11, 2013 
TIME:   1:00 p.m. 
LOCATION:  Kenneth Hahn Hall of Administration, Room 830 

 
AGENDA 

 
Members of the Public may address the Operations Cluster on any agenda 

item by submitting a written request prior to the meeting. 
Three (3) minutes are allowed for each item. 

 
 
1. Call to order – Gevork Simdjian 

A) Board Letter – APPROVAL OF AMENDMENT TO SUPPLY CHAIN 
PROCUREMENT AND DATA MANAGEMENT SERVICES AGREEMENT WITH 
GLOBAL HEALTHCARE EXCHANGE LLC 
Health Services/CIO – Mitchell H. Katz and Richard Sanchez or designee(s) 

B) Board Letter – Formation of Joint Powers Authority for Redevelopment Area 
Refunding Program 
TTC – Mark Saladino or designee  

C) Review of IT Policies (6.100 thru 6.112) 
CIO – Richard Sanchez or designee 

D) Upcoming IT Items 
CIO – Richard Sanchez or designee 

2.  Public Comment 

NOTICE OF CLOSED SESSION 

CS-1 Personnel Issue Discussion 

3. Adjournment 

WILLIAM T FUJIOKA 
Chief Executive Officer 

County of Los Angeles 
CHIEF EXECUTIVE OFFICE 

OPERATIONS CLUSTER 



July 30, 2013

The Honorable Board of Supervisors
County of Los Angeles
383 Kenneth Hahn Hall of Administration
500 West Temple Street
Los Angeles, CA 90012

Dear Supervisors:

APPROVAL OF AMENDMENT THREE TO SUPPL Y~.~(AIN PROCUREMENT AND
DATA MANAGEMENT SERVICES AGREEMEN"E~CP;'H-704447 WITH GLOBAL

HEAL THCARE EXCH~~~~.~LC
(ALL SUPERVISORL~E~ISTR1~rrS)(3 V()J"II) .

CIO RECOMMENDATION: APPROVE (x)

SUBJECT

;./'

~;.Y¿

C"":-:'-:;:",'. :~?iUgt4:
):~:\:;:;-A(%Y-:---:--'

Request approval of an Amendrré~:t8itn~ eXistin~;i.E~reement with Global HealthCare
Exchange LLC for supply chainrprocur~~~nt arÌ¡J;;.;(~~ta management services at
Department of Health. S~rvices faqi!.ilies tQ'.;/~rpend ttíßrrStatement of Work and to
increase the maximum agreement sur1l;PY $30e;QQO;

".,::-//;:;:\.
IT IS RECOMMENDISD THATTHE BOAR:Iã: ..'.:..-..:'/;:.:':

Authoriz~.t:b.~hi~irectot;?8f~~~I~h~.erviceš'i?&.Rirector), or his designee, to execute
Amen~'l0i!"ttrrn.rr*~le Agre~~ent H".~~ff4 tiith Global HealthCare Exchange LLC
(GH~~.t~ø'r supplycrn~;iR proqYF~ment anqi~êta management services, effective upon
Board'ê~groval to ame~'9.theStêt~ment of Work for additional services and increase
the agree~,(nt sum by $a.I;~,OOOf8ri.~revised maximum agreement sum of $2,121,765
with no chá~~~to the pre\tj;e~sly approved amount for the optional six month-to-month
extension petie~\for a maxirTt.m agreement sum of $2,243,815, subject to review and
approval by COÛl\i~;çounse.lj"

t::._...'.r..::.....::.;.:.:...:.:.:..:.:....:...................... .................:........:'.:.:.._....'...:..:.:......~.-.:..(..:....:...-....:..:-.:.:_.

PURPOSE/JUSTIFlê:i'!I~fJOF RECOMMENDED ACTIONS

Approval of the recommendation will authorize the Director, or his designee, to execute
an Amendment, substantially similar to Exhibit I, to add additional post-implementation
development services, including post-implementation custom programming for data
conversion, across all Department of Health Services (DHS or Department) facilities to
integrate GHX Procurement Suite with the Countywide eCAPS eProcurement and
elnventory systems.
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The recommended Amendment with GHX will provide customized programming to
enable DHS to fully integrate GHX Procurement Suite with Countywide eCAPS
eProcurement and elnventory systems; and to streamline processing the Department's
high volume of invoices and purchase orders through the system. This will be achieved
by standardizing financial coding for all Department purchase order transactions to meet
County and DHS requirements and by making other necessary customizations to GHX
Procurement Suite. Moreover, the Amendment will allow DHS to maximize supply chain
automation, ensure compliance by implementing and standards, and provide
the Department with the necessary data to make decisions with regard to
effectively managing the supply chain process. .

Implementation of Strategic Plan Goals

The recommended actions support
Integrated Services Delivery of the

and Goal 3,

FISCAL IMPACT/FINANCING

With this Amendment, the Courity!s maximum
$309,000 from $1,812,765 to $2;1?1iïg5 for the
2015.

Funding is included;i9Dl-~d Fiscal Yéar 2013'-2014

requested in futurefiscal years.
Budget, and will be

All of these costs wiIIR~;.effs~g;;8xPatron'~~uity Credits (PECs). DHS has accrued
PECs, wh.........i.......c......................h.....................................Cl.......................r........e...,....:.........i3.'..v.......a.. ilablet....o......... .....iE.......D.. iAs.to.... ...........0. .ff......s...... etot....h.......e..... r charges, through the Department's

. ',.... .'. ..:,_-._;?';..,,~:,;.f'$,-.(-._ ':-..''.':,:,'"'-:,-:-;:',..'' _,.,;,.i.:_:,:': "/,C";::;;,,.,_.
particip~ti~~;Yin.;.ia~¡~ñrsity);~~althSystß~.y.~orisortium's (UHC) group purchasing
organi~~l;li~n (GPO).clmW~e cl"ñ~i.l~ are awarded to DHS based on its purchase of
commoâ'¡;~ie:~ through Ul-~:i.~gree~.ents and can be used to purchase services from

GHX. DHS'ÆliJlutilize PEGi~j~e funâ;i.~~se services. After UHC rebates these PECs to
DHS, DHS will(,se these creqils to paylor the additional services.

GHX is a Business Exêriê¡'gê made up of healthcare providers and healthcare product
vendors. UHC members,/including DHS, are the primary members of GHX. GHX
provides current and up-to-date procurement data on medical supplies and to assist
members with maintaining a uniform and an efficient supply formulary for medical and
surgical supplies. GHX is the only company in the United States to specialize in
healthcare supply chain data management and is currently integrated with all major
GPOs, including Novation.

DHS has maintained membership in UHC, a not-for-profit member alliance of
approximately 118 academic medical centers and its medical commodity contracting
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division, Novation, since 1997. As a UHC member, DHS has the ability to access UHC
agreements as an alternative to conducting competitive solicitations.

As a member of UHC, the Department benefits from group discounts for all medical
supplies covered under UHC-established vendor contracts. Consequently, DHS benefits
from economies of scale. DHS utilizes GHX's supply chain procurement and data
management services to increase its savings and more effectively leverage its
purchasing power.

On September 21, 2010, the Board approved Agreeni~QtH-704447 with GHX for supply
chain procurement and data management services¡'lO.rian initial term through June 30,
2013 with one two-year extension and six mo~th,.tcilh1Ô~'t:n\extensions. These services
maximize DHS' supply chain results with th~;~~IJowing: dev~lppment of a standardized
supply formulary; implementation of contre11.;¡p.ensure compliCince with the established
formulary; reconciliation and cleansing"1¡~if' purchasing data for consistency and
completeness; and hosting of establishedtJl~. supplier agreements.

.;\:..;.,;:,.;':)?
::::tt~~(:

On January 1, 2012, the Dee;Ci~~ent execûtê9iit~.l'êndment One to exercise its
delegated authority to increasetn~.~o~~ty's total;;~~Eeement sum by 10 percent, an
additional $120,415, to address/cigditj8~~Jservice;t;..~~~ds. On May 22, 2013, the
Department executed Amendment TyíQ to è*ercise its delegated authority to extend the
Agreement term to 15.'i\.; '/iii .......... .............

County Counsel appro~~9.¡~~~\Ä~~ridrtent (Exhibit i) as to form. The
Chief Information with the\çlepartment's recommendation and the CIO
Analysis is attached.

Under .i.,current implemented its proprietary supply chain
procuremènt~9nd data and services. Additional modifications,
interfaces, àrtli:'.new repoßre and exceed the current delegation of
authority for cLJ fl... progra ii:x.ing in the GHX Agreement. It is not feasible to have
another vendor prdl(j,e thes~r:s~rvices; therefore, DHS did not conduct a solicitation.

'Z;('-')/":"'-' ,.:''.:''''./.'f_'.'
.:;;;;~:~;-;:i1::

Approval of the recommendation will enable the Department to continue its post-
implementation of supply chain automation at all DHS facilities and to provide DHS with
the necessary software to develop a standardized supply formulary across all DHS
facilities.
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Respectfully submitted, Reviewed by:

Mitchell H. Katz, M.D.
Director

Richard Sanchez
Chief Information Officer

MHK:jl

Enclosures (2)

c: Chief Executive Office

County Counsel
Executive Office, Board of Supervisors



ATTACHMENT

NUMBER: DATE:

RICHARD SANCHEZ

CHIEF INFORMATION OFFICER

SUBJECT:

Office of the CIO

CIO Analysis
CA 13-12 6/4/2013

APPROVAL OF AMENDMENT THREE TO SUPPLY CHAIN PROCUREMENT AND DATA

MANAGEMENT SERVICES AGREEMENT WITH GLOBAL HEALTHCARE EXCHANGE LLC

RECOMMENDATION:

iz Approve D Approve with Modification D Disapprove

CONTRACT TYPE:

D New Contract
iz Amendment to Contract #: H-704447 contract type.

CONTRACT COMPONENTS:

D Software
D Telecommunications

SUMMARY:

Department Executive Sponsor:

Description: the
execute
Exchange
effective
increase the

or his designee, to

with Global HealthCare

data management services,
for additional services and

a revised maximum agreement sum of
approved amount for the optional six

agreement sum of $2,243,815.

DHS Operating Budget

Fiscal Year 2013-14 *

D iz Subvented/Grant Funded: 100 % *

. Analysis section.

Strategic and
Business Analysis

PROJECT GOALS AND OBJECTIVES:

To align with the Department's goal to reduce cost and improve efficiency
of ordering crucial medical supplies using a standard formulary. GHX has
been instrumental in streamlining the supply chain process for DHS and its
interface into the County eCAPS system. This Amendment will standardize
financial coding for all Department purchase order transactions to meet
County and DHS requirements and by making other necessary
customizations to GHX' Procurement Suite, including the creation of
necessary technical interfaces, product code changes, and reports.

Los Angeles County - Office of the CIA Page 1 of 4
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BUSINESS DRIVERS:

The key business drivers for the project are:

1. Operational efficiency: The solution uses a standard formulary and a
single system to order medical and non-medical supplies; this has
already improved the efficiency of operation. Additionally, GHX

interfaces with the County procurement system eCAPS which will
further improve operational efficiencies.

2. Cost Reduction: This solution
formulary with discounted

costs by using standardized

PROJECT ORGANIZATION:

Gary D. McMann, Chief
Sponsor. Mauricio

is the Project Director.

the Project Executive

Systems,

PERFORMANCE

to increase its savings and more
DHS will be able to maximize

implementing controls and
data-driven decisions

County Strategic Plan goal: Operational
Services Delivery of the County's

the agreed upon application modifications to GHX
and the GHX' Transfer Engine. Mauricio Aguilar,

Chain Information Systems will be the Project Manager
the appropriate project planning and guidance to ensure

modifications are fully tested before user acceptance.

ALTERNATIVES ANALYZED:

This is an Amendment to an existing Agreement. No alternative was
considered.

Los Angeles County - Offce of the cia Page 2 of 4
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Technical
Analysis

Financial Analysis BUDGET:

Contract costs:

ANALYSIS OF PROPOSED IT SOLUTION:

The GHX/eCAPS Integration Interface is based on numerous crosswalk
tables that are not providing the financial data required by DHS Finance to
justify reimbursements for medical supplies. This Amendment will allow
changes to be made to the GHX suite of applications to create additional
fields to store required financial data by eliminating the need for the
crosswalk tables.

The service details are described in the Statement of Work (SOW). It covers
a new interface to load the ProcurementMaster table data from eCAPS

into GHX' transfer engine. The tran~tl~engine is also modified to ensure
proper coding of each item. A ne~/r~~O~~ill be created for items that are
not coded and this validation will eliminate downstream issues. Other
modifications will also be improvéa~tEl integrity and streamline

navigation.

One-time costs:

Total one-time

(includes
One & Two)

$2,121,765
$122,050
$2,243,815

the annual amount because the anticipated credits
calculated. However, based on the volume of purchases,
receiving 100% credit from the University HealthSystem

(UHC) group. This is part of their budgetary and

Risk Analysis RISK MITIGATION:

1. DHS needs a thorough requirements analysis document to capture
all the code changes. Effective project governance is also criticaL.

2. The Chief Information Security Officer (CISO) has reviewed the

Amendment and did not identify any IT security or privacy related
issues.

Los Angeles County - Offce of the cia Page 3 of 4
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c/o Approval PREPARED BY:

San may Mukhopadhyay, Sr. Associate cia Date

ApPROVED:

Please contact the Office of the (10 (213.253.5600 or info
Analysis. This document is also available online at htt :

Date

Los Angeles County - Office of the cia
Page 4 of 4



 
 
 
 
 
 
August 6, 2013 
 
 
 
The Honorable Board of Supervisors 
County of Los Angeles 
383 Kenneth Hahn Hall of Administration 
500 West Temple Street 
Los Angeles, CA  90012 
 
The Honorable Board of Directors  
Los Angeles County Public Works Financing Authority 
383 Kenneth Hahn Hall of Administration 
500 West Temple Street 
Los Angeles, CA  90012 
 
Dear Supervisors: 
 

FORMATION OF THE COUNTY OF LOS ANGELES 
REDEVELOPMENT REFUNDING AUTHORITY 

(ALL DISTRICTS) (3 VOTES)  
 

SUBJECT 
 
The Treasurer and Tax Collector is seeking approval of a Joint Exercise of Powers Agreement 
between the County of Los Angeles and the Los Angeles County Public Works Financing 
Authority to establish the County of Los Angeles Redevelopment Refunding Authority for the 
purpose of refunding various debt obligations of the former redevelopment agencies within Los 
Angeles County. 
 
IT IS RECOMMENDED THAT YOUR BOARD: 

 
Adopt the resolution approving a Joint Exercise of Powers Agreement (the “Joint Powers 
Agreement”) between the County of Los Angeles and the Los Angeles County Public Works 
Financing Authority (the “PWFA”) to establish the County of Los Angeles Redevelopment 
Refunding Authority (the “Authority”). 

 
IT IS RECOMMENDED THAT YOUR BOARD, ACTING AS THE BOARD OF DIRECTORS OF 
THE LOS ANGELES COUNTY PUBLIC WORKS FINANCING AUTHORITY: 
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Adopt the resolution approving the Joint Powers Agreement between the County of Los 
Angeles and the PWFA to establish the Authority. 

 
PURPOSE/JUSTIFICATION OF RECOMMENDED ACTION 
 
California Assembly Bill No. 26 (First Extraordinary Session) (“AB1X 26”), which was adopted 
on June 29, 2011, dissolved all redevelopment agencies (“RDAs”) in the State of California as of 
February 1, 2012, and designated “successor agencies” and “oversight boards” to satisfy the 
“enforceable obligations” of the former redevelopment agencies.  Included among the 
enforceable obligations contemplated by AB1X 26 were the numerous tax allocation bonds 
issued by the former RDAs throughout the State. 
 
In Los Angeles County, it is estimated that the 71 former RDAs issued in excess of 300 series of 
tax allocation bonds with a par amount of more than $3.5 billion currently outstanding.  The 
majority of these bonds carry interest rates that significantly exceed the rates that could be 
obtained in the current bond market.  Assembly Bill 1484 (“AB 1484”), which was enacted on 
June 27, 2012, provides a mechanism for successor agencies to refund outstanding bond 
obligations for the purpose of debt service savings.  In both the County and the State, successor 
agencies are typically the city that originally sponsored the formation of the RDA.  As a result, 
these cities are given the opportunity to initiate tax allocation bond refundings and generate 
savings for the benefit of the local taxing agencies, including the County, that receive a share of 
the property tax increment. 
 
In January 2013, the Treasurer and Tax Collector informed your Board of the Redevelopment 
Bond Refunding Program (the “Program”) that had been initiated in order to refinance existing 
bond obligations of the RDAs in Los Angeles County.  One of the main objectives for 
establishing the Program was to minimize the amount of time and effort required of the 
successor agencies, while also providing significant economies of scale through reduced costs 
of issuance and lower interest rates. 
 
The Program is designed to provide multiple refunding opportunities over the next several years 
with the inaugural issuance in 2013 focused on refunding only a portion of the outstanding tax 
allocation bonds.  Numerous successor agencies have expressed interest in joining the 
Program and are expected to participate in either the 2013 refunding or perhaps join in 
subsequent years.  As of the date of this letter, six (6) successor agencies (Alhambra, 
Claremont, [Covina], Monterey Park, [South Gate] and West Hollywood) have opted to 
participate in the Program and issue 2013 tax allocation refunding bonds through the County.  
These six successor agencies have [15] outstanding series of bonds that qualify for refunding, 
which will produce over [$16.7] million in gross debt service savings, or more than [$11] million 
in net present value savings. The 2013 tax allocation refunding bonds are currently expected to 
be issued in one or more series in a principal amount of no more than [$140,000,000]. 
 
The initial issuance of refunding bonds is expected to be sold through a “pooled” financing 
structure that is common to California municipal finance and which requires the use of a joint 
powers authority (“JPA”).  Specifically, each of the six successor agencies will issue its own 
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series of refunding bonds, which will then be pooled together into one or more financings and 
sold to the capital markets through the Authority that is to be established by your Board.  In 
consultation with both County Counsel and the financing team selected for this financing, the 
Treasurer and Tax Collector has concluded that the most advantageous manner to carry out the 
issuance of the bonds is for the County to form a new JPA to facilitate the issuance of the 
pooled bonds.  It is therefore recommended that the County and the PWFA form a joint exercise 
of powers entity to be known as the County of Los Angeles Redevelopment Refunding Authority 
by agreement pursuant to Articles 1 through 4, Chapter 5, Division 7, Title 1 of the California 
Government Code (commencing with Section 6500), as amended.  Unlike the existing PWFA, 
which is commonly used in the issuance of County debt obligations backed by the General 
Fund, the Authority will be utilized solely for the purpose of refunding debt of the former RDAs 
and will not serve as an issuer of County debt.  The formation of a new, redevelopment-specific 
JPA to issue the refunding bonds will assist potential investors and credit rating agencies in 
differentiating between Agency debt and those County obligations issued by the PWFA.  This is 
relevant mostly in relation to County’s lease revenue bonds, whose “AA-“ rating from Standard 
& Poor’s is notably higher than the “BBB” to “A” ratings that we anticipate for the tax allocation 
refunding bonds.  
 
Implementation of Strategic Plan Goals 
 
This action supports the County's Strategic Plan Goal #1: Operational Effectiveness through 
collaborative actions among the County and the public and private sector to provide investment 
in public and private benefit infrastructure within the County. 
 
FISCAL IMPACT/FINANCING 
 
There will be no fiscal impact to the County budget as a result of forming the JPA.  The 
issuance of refunding bonds will provide additional general fund revenues that can be utilized 
for other County purposes. 
 
FACTS AND PROVISIONS/LEGAL REQUIREMENTS 
 
The legal authority to approve the JPA and to establish the Authority is derived pursuant to 
Articles 1 through 4, Chapter 5, Division 7, Title 1 of the California Government Code 
(commencing with Section 6500), as amended.  The attached resolutions and Joint Powers 
Agreement have been reviewed and approved by County Counsel, with consultation provided 
by outside bond counsel. 
 
To assist the County with the establishment of the Program, the Treasurer and Tax Collector 
has assembled a team of professionals with extensive experience in the area of redevelopment 
financing.  Based on the results of a formal solicitation process, De La Rosa & Co. was selected 
to be the senior managing underwriter, and Citigroup as co-senior manager.  KNN Public 
Finance has been selected as financial advisor, and Orrick, Herrington & Sutcliffe was chosen 
as bond counsel. 
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IMPACT ON CURRENT SERVICES (OR PROJECTS) 
 
Not applicable. 
 
CONCLUSION 
 
Upon approval, it is requested that the Executive Officer-Clerk of the Board of Supervisors 
return two originally executed copies of the adopted resolution to the Treasurer and Tax 
Collector (Office of Public Finance). 
 
Respectfully submitted, 
 
 
 
MARK J. SALADINO 
Treasurer and Tax Collector 
 
 
Attachments 
 
c: Executive Office, Board of Supervisors 
 Auditor-Controller 

Chief Executive Officer  
 County Counsel 
 Orrick, Herrington & Sutcliffe LLP 
  
  



COUNTY OF LOS ANGELES
CHIEF INFORMATION OFFICE

Los Angeles World Trade Center
350 South Figueroa Street, Suite 188

Los Angeles, CA 90071
RICHARD SANCHEZ

CHIEF INFORMATION OFFICER
Telephone: (213) 253-5600

Facsimile: (213) 633-4733

July 27, 2013

To: Audit Committee

From: Richard Sanchez
Chief Information Officer

REVIEW OF BOARD POLICIES 6.100 - 6.112 -INF

The Chief Information Office, in conjunction
Security Steering Committee (ISSC) has r
Security Policies 6.100 to 6.112 to addre

unsel and the Information

ation Technology (IT)
d currency.

If you have any q
Chief Information

may contact Robert Pittman,
an(ãcio.lacounty.gov.

Attac

c:

"To Enrich Lives Through Effective And Caring Service"



Board of Supervisors
Information Technology Security Policies # 6.100 to 6.112

a
b
c

table Use A reement
a
b
c
d

des/requests employee ID #,

# 6.103-
a Referenc
b A Definition

c The first two st
d Standardize Ian u

a
b
c
d

# 6.105 - Internet Usa e
a Reference section revised for currenc

_ ~ __ A Definition Reference section was added
c The first two statements under the Polic section are additions
d NEW The third statement reflects usin internet for business and non-business ur oses
e NEW The fifth and sixth statement focuses on social media and online stora e sites
Chief Information Office Page 1 of 2 June 25, 2013



Board of Supervisors
Information Technology Security Policies # 6.100 to 6.112

a
b
c
d

a
b
c
d

c
d

a
b

c)

d
e

a
b
c
d
e

Chief Information Office Page 2 of2 June 25, 2013
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PURPOSE

To establish a Countywide Information Tech,
,,~?it~,~ti"y

supported by Countywide policies in order o"l;'assure
access, usage and the integrity of Count
assets IT resources.

IT and Security Program

ClPpropriate and authorized
";'h",~i'~é~'\-l' . .

o - Investigations of Possible Criminal Activity

Com
502

California Penal Code Section

Health Insurance Portability and Accountability Act (HIPAA) of 1996

Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009

. Comprehensive Computer Data Access and Fraud Act,
California Penal Code 502.



. Health Insurance Portability and Accountability Act (HIPAA) of40

POLICY

Information and the systems, networks, and softvJare necessary for processing are
essential County assets that must be appropriately protected against all forms of
unauthorized access, use, disclosure, or modification. Sé'õurity and controls for County
information and associated information technologXm~('~tfr assets '.vhich are owned,

... -'$ ~ 31.:il ,~ .

. Data integrity

. Availability

1'Æt:,:;:,:Æ~'i$f:Š~~Wt~~nt1Th~,,.~~. '-"~;~?jr:S&$i?V;'"i~Ltp"'- '-",~~'i~,:; :~Nw~ _ \~i¿~3f:'~!:which all~ClêJ)artmëfite musf:aêHiere.ffôRartments may, at their discretion, enhance the
. ._~""itfqi~'fl$:~kt" "".z#,~t\~t?fi._ 'Z("-'A1"lt"%?_,. .~$?;-!0:Wkt~,. ';'.~'

As used in this ~oliGY, the t. ......... "County IT resources" includes, without limitation, the
following items, wñi~.~are ~t'ñed, leased, managed, operated. or maintained by, or in
the custod of thedount ,òr1ñõn-Count entities for Count ur oses:

. Computing devices, including, without limitation, the following:
o Desktop personal computers, including. without limitation, desktop

computers and thin client devices;
o Portable computing devices, including, without limitation, the following:

· Portable computers, including, without limitation, laptops and tablet
computers, and mobile computers that can connect by cable, telephone
wire, wireless transmission. or via any Internet connection to County IT
resources:



.

fi rewa lis, routers, and

without limitation voice
Protocol (VoIP), and

internet

As used in thi 'olic th rm "Count IT user" includes an user e. . Count
employees, contrã~t0rs, subñõritractors, and volunteers; and other governmental staff
and private agencijšt~m()f~~ñy County IT resources, except that the Chief Information
Security Officer (CISÖ)')âñaSthe Chief Information Officer (CIO) may mutually determine,
in writing, at any time that"'eertain persons and/or entities (e.g., general public) shall be
excluded from the definition of "County IT uset'.

As used in this policy, the term "County IT security" includes any security (e.g.,
appropriate use and protection) relating to any County IT resources.

As used in this policy, the term "County IT security incident" includes any actual or
suspected adverse event (e.g., virus/worm attack, loss or disclosure of personal



information and/or confidential information, disruption of data or system integrity, and
disruption or denial of availabilty) relating to any County IT security.

As used in this policy, the term "County Department" includes the following:

. A County department

. Any County commission, board, and office which the CISO and the CIO mutually
determine, in writing, at any time shall be included in the definition of "County
Department"

General

.

.

Count

the Department. Depa~~!rttJ1 management is responsible for organizational adherence
to countYVJide technology' and security policies. They must ensure that all employees
and other users of departmental information technology resources be made aware of
those policies and that compliance is mandatory. They must also develop organizational
procedures to support policy implementation.

The Department Head will ensure the designation of an individual to be responsible for
coordinating appropriate use and information security ,¡\ithin the Department.

County Departments



The head of each County Department is responsible for ensuring County IT security,
including, without limitation, within the County Department. Management of each
County Department is responsible for organizational adherence to countywide County
IT resources policies, standards, and procedures and countywide County IT security
policies, standards, and procedures. as well as any additional policies, standards, and
procedures established by the County Department. They shall ensure that all County IT
users are made aware of those policies, standards, and procedures and that
compliance is mandatory.

The head of each County Department. in consultation with the CISO, shall ensure the
designation of a full-time, permanent County Department~n1elõyee (Departmental Information
Security Officer) to be responsible for coordinating eÓÙnty' IT security within the County
De artment and the desi nation of a functional bac "''''~Ässistant De artmental Information
Security Offcer).

Chief Information Office (CIO)

Th~ . "'iY'í\ffu .' 'if4\'"~~ 'k CISO shall. reports to ~he Chief. Information
Officer (CIOj "ai;.S,tJs respon~!j~l;e for the li Counryide Information Security Program.:

J1i'A . . '~";",,' The responsibilties of the CISO include, without

limitation

. Developing and m intaining the Countywide Information Security Strategy Plan;
for the County

. Chairing the Information Security Steering Committee (ISSC);

. Providing information County IT security-related technical, regulatory, and policy
leadership;

. Facilitating the implementation of County information IT security policies;

. Coordinating information County IT security efforts across departmental lines

boundaries organizational boundaries;
. Leading information County IT security training and education efforts; and



. Directing the Countywide Computer Emergency Response Team (CCERT).

Departmental Information TeGhnology Management/Cia ..:ii:

County Department IT Management I Departmental Chief Information Offcer

The responsibilties of IT management and the departmental chief information officer of
each County Department include, without limitation. the following:

. Manage information technology assets County Idepartment; .

security standards

. Ensure the

De

The DISO shall re 0 the hi hest level of IT mana ement or to executive
management within the County Department. The responsibilities of the DISO include,
without limitation, the following:

. Manage security of information technology assets County IT resources within the
County department;

. Assist in the development of departmental information technology County

department IT security policyies¡
. Regularly represent the County department at the Information Security Steering

Committee (ISSCj;



. Coordinate Lead the Departmental Computer Emergency Response Team

(DCERT); and
. Report County IT security incidents to the CISO, as required by County IT

security policies. standards, and procedures.

Employees and Other Authorized Users County Users

Employees and other department authorized County IT users are responsible for
acknowledging and adhering to County information technology use and IT security
policies. They are responsible for protection of County . . IT resources
for which they are entrusted and using them for thei nded purposes. Employees
and authorized non County IT users will be are r d to sign an "Acceptable Use
Agreement" as a condition of being granted acc"., ounty IT systems resources.

-";;È~~"';t'?

The Acce table Use A reement is set forth inÆoärd of e isors Polic No. 6.101 -

Use of Count Information Technolo Reso.t1lces.

include without

. and recommending information

Compliance

County employees who violate this Policy may be subject to appropriate disciplinary
action up to and including discharge as well as both civil and criminal penalties. Non-
County employees, including, without limitation, contractors, may be subject to
termination of contractual agreements, denial of access to County IT resources, and
other actions as well as both civil and criminal penalties.



Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board1 Policy ff shall be

reviewed by the CISO and the CIO.. and shall require approveåal by the Board-e
Supervisors. County departments requesting exceptions should shall provide such
requests to the CIO. The request should specifically state the scope of the exception
along with justification for granting the exception, the potential impact or risk attendant
upon granting the exception, risk mitigation measures to be undertaken by the County
department, initiatives, actions and a time frame for achieving the minimum compliance
level with the policies set forth herein. The CIO wi shaleview such requests, confer
with the requesting County department and place th citter on the Board's agenda
along with a recommendation for Board action.

Reissue Date:

Chief Information Office (CIO)
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PURPOSE

Policy - Information

and Securit

Com
502

California Penal Code Section

Health Insurance Porta "y and Accountabilty Act (HIPAA) of 1996

Health Information Technology for Economic and Clinical Health (HITECH) Act of
2009



Acceptable Use Agreement (Atached)

POLICY

General

This policy is applicable to all County IT users.

Each County Department shall comply with the
procedures approved by the Information Security
of this policy.

IT security standards and
, Committee (ISSC) in support

All County IT users shall sign the Accep
access, and annually thereafter.

rior to being granted

d are subject

d monitoring

'ng their activities related to
they create, store, send,

County IT resourc
purposes onl

unty management approved business

No C
opera
user's
lawfully.

negligence, damage, interfere with the
ccess t ounty IT resources. It is every County IT

rces responsibly, professionally, ethically, and

The County ha
access and other
and data access.

dminister any and all aspects of County IT resources

, without limitation, the right to monitor Internet, email,

Monitoring and/or investigating the access to, and use of, County IT resources by
County IT users shall require approval by County management. If evidence of abuse is
identified, notice shall be provided by County Department management to tne Auditor-
Controller's Office of County Investigations.



County information technology resources are to be used for County business purposes.

County employees or other authorized user shall not share their unique (logon/system
identifier) with any other person.

No user shall intentionally, or through negligence, damage, interfre 'Nith the operation
of, or prevent authorized access to County information technology resources. It is every
usets duty to use the County's resources responsibly, professionally, ethically, and
lai.o,eully.

Definitions

"

. Network connections ('Nired and
infrastructure, including jacks, vi:iring,
panels, hubs, routers, etc.

wireless) and
slNitches, patch

. Data contained in County systems (databases, emails,

documents repositories, web pages, etc.)



. County purchased, licensed, or developed sofuvare.

Access Control

Unauthorized access to any County information technology resources, including the
computer system, netvlork, software application programs, data files, and restricted
worl( areas and County facilities is prohibited.

Unless specifically authorized by County Oepartmentrl~ñ~agement or policy, access to
an Count IT resources and an related restrictecl1~:work areas and facilties is
prohibited.

Authentication

Access control mechanisms fA shall be in .p!a.çe to prot
:c#.' ~p;:A'i':~(.;:"

disclosure, modification, or destruction of CoDbC"IT resource

Access control mechanisms may include, witlìout limitation, hardwa
media, policy and procedures, and physical šeçLirit. .

Access to every County system"
mechanism based on the sensitiVIt
aainformation.

priate user authentication

. sk associated with the

requires restricted access shall require

County
syste
when the
needs of
functions.

Representing meone else, real or fictional, or sending information
nless specifically authorized by County ElOepartment

County IT information technology resource users shall be responsible for the integrity of
the authentication mechanism granted to them. For example, County IT users shall not
share their computer identification codes passvi,'ords, electronic cards, biometric logons,
secure ID cards andte other authentication mechanisms (e.g., logon identification (10),
computer access codes, account codes, passwords, SecurlO cards/tokens, biometric
logons, and smartcards). \vith others.



Fixed passwords, which are used for most access authorization, shall mtbe changed
at a minimum of leevery ninety (90) days.

Dalnformation Integrity

County IT information technology users are responsible for maintaining the integrity of
information which is part of County IT resources Ei. They shall not knowingly or
through negligence cause such information County data to be modified or corrupted in
any way that compromises its accuracy or prevents authorized access to it.

Accessing County IT TeGhnology Resources Remot

Remote access to County IT technology resour Count IT user shall re uire
approval by County management. Each Count¥.1 ser šPfã:iL9omply with, and only use
equipment (e.g., County-owned computingr1~evice and persè)nally owned computing
device) that complies with, all applicabled.€õ'ûñty IT resourceš~'pôlicies, standards, and
procedures, including, without limitation, añtiyirus softare whicli~¡šlinstalled and up-to-

date, operating system softare and applicãti~~ sOft~re which arg~u.p-to-date (e.g.,
critical updates, security updates,,,and service l)a'G~~À~iã'ñ'c1 firewall (i.e:;~s~ftare firewall
on the computing device or hâ'~âwàre firewallf~wfiic~ is installed anèf up-to-date.aR
employee or non County employèe;'9'\iìa'Q9,~9quipmèñÙÌJ.~st be approved by department
management and/or be part of an3"8:~!ò*$âtI~gin.trac(rrf~êJl", cases, the equipment being

. ,..- "\' .,,- :""n;~~-'!C-i'. . ~¿ct~. ,"-. .

Privacy

information technology resources shall
ent authorized purposes and shall mt

Unless speci 'c:Uy uthorized by County Department management or policy,.;
sending, dissemi~ating . ;,," ,or otherwise disclosing disseminating confidential

information data,"p'(§.t2cted i.df2rmation, or personal other confidential informationi ef

County is strictly prê~.~l!~j0t~~if,lf This includes, without limitation, information that is
protected under HIPMrlliimECH Act. or any other confidentiality or privacy legislation.

"':-~(!Jj'

Definition Reference

As used in this policy, the term "County IT resources" shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 - Information Technology and

Security Policy.



As used in this policy, the term "computing devices" shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 - Information Technology and

Security Policy.

As used in this policy, the term "County IT uset' shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 - Information Technology and Security
Policy.

As used in this policy, the term "County IT security" shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 - Information Technology and Security
Policy.

As used in this policy, the terms "perso . ....pformation" and "c 'f-idEmtial information"
shall have the same meanings as set forth'''iniBoard of¡~Supervisors~Bblicy No. 3.040 -
General Records Retention and, Protection'14f1øh,,,Rêëo'rås Containin",.trbil?ersonal and
Confidential Information.

Compliance

ljpjec appropriate disciplinary
s ß15f~~licivil and criminal penalties.

itation, èôntractors.. may be subject to
of access to County IT resources, and

ivil and criminal enalties. criminal and

his Bo of Supervisors (Boardì policy shall mt be
reviewed by the "hief Infor on Security Officer (CISO) and Chief Information Officer

(CIO and shall lè'*"Ôire a rõ'val b the Board. approved by the Board of Supervisors.
County Department esiHg exceptions shall should provide such requests to the
CIO. The request sho specifically state the scope of the exception along with
justification for granting he exception, the potential impact or risk attendant upon
granting the exception, risk mitigation measures to be undertaken by the County
Department, initiatives, actions and a time frame for achieving the minimum compliance
level with the policies set forth herein. The CIO shall wi review such requests, confer
with the requesting County Department.. and place the matter on the Board's agenda
along with a recommendation for Board action.

(See Acceptable Use Agreement)



RESPONSIBLE DEPARTMENT

Chief Information Office (CIO)

DATE ISSUED/SUNSET DATE

Issue Date: July 13, 2004

Reissue Date:

uly 13,2008



COUNTY OF LOS ANGELES
AGREEMENT FOR ACCEPTABLE USE AND

CONFIDENTIAITY OF COUNTY'S
INFORMATION TECHNOLOGY RESOURCES

¡t..SSETS, COMPUTERS, NETWORKS, SYSTEMS AÅ~D DATi'..

ANNUAL

1. Computer crimes: m aware of Californa Penal Code Seciton S02(c) -Comprehensive
Computer Data Access and Fraud Act (set forth, in part, below attached). I shall wi

immediately report an suspected computer misuse or crimes to my management any suspected
misuse or crimes relating to County IT resources or otherwise.

2. County IT securty incident reporting: I shall notify the County Department's Help Desk and/or

Departmental Information Securty Offcer (DISO) as soon as a County IT security incident is
suspected.

3. Security access controls: I shall wi not subvert or bypass any security measure or system which
has been implemented to control or restrict access to County IT resources and any related
restricted work areas and facilities. computers, networks, systems or data. I shall wi not share

Board of Supervisors Policy No. 6.101 Attachment Revised: July 2004 xxxx 2009



my computer identification codes and other authentication mechanisms (e.g., logon
identification liD), computer access codes. account codes. passwords. SecurlD cards/tokens.
biometric logons. and smartcardsl. (log in il, computeF access codes, account codes, il's, etc.)
OF passwoFds.

7.

4.

5.

6.

8. Confidentiality: I shall not access, store, or disclose to any person County pFogrm code,

data, infoFÌ¥l~,l)gV'. OF docun,e-!ation to an individual or organization, any County IT resources
e.. softwarè~fcode' b *''''''êss data documentation and other information' ersonal data
docuientation'~~itãi).o information' and confidential data documentation and other

information), unle~l~~~~B~ ifically authorized to do so by County management. the Fecognized
information owneF. '",.,

9. Computer virus and other malicious devices ce I shall wi not intentionally introduce any
malicious device (e.g., computer virus, spyware, and v/orms OF malicious code). into any County
IT resources. computeF, nehvoFk, system OF data. I shall not use County IT resources to

intentionally introduce any malicious device into any County IT resources or any non-County IT
systems or networks. I shall wi not disable, modify, or delete computer securty software (e.g.,
antivirus software, antispyare software, firewall software, and host intrusion prevention

software) on County IT resources. I shall notify the County Department's Help Desk and/or
DISO as soon as any item of County IT resources is suspected of being compromised by a

Board of Supervisors Policy No. 6.101 Attachment Revised: July 2004 xxxx 2009



malicious device. virus detection and eradication software on Coun computers, seFliers and
other computing devices I am responsible for.

10. Offensive materials: I shall wi not access, create, or distribute send an offensive materals,
(e.g., via e-mail any offensive materials (e.g., text or images which are sexually explicit. raciaL,
harmL, or insensitive) on County IT resources (e.g., over County-owned, leased, managed,
operated, or maintained local or wide area networks; over the Internet; and over private
networks), uness it is in the pedormance of my assigned job duties (e.g., law enforcement). I
shall report to my management any offensive materials obse,ryed or received by me on County IT
resources. sæmally explicit, racial, haful or insensitt¿dt;;t~ or images, over Couny ovmed,. . .t!:ig(.3"t+,*7 .

systems.

/to;;t;r,,1tì\~(¡WA~_l~'j,:,

13. ActiviteSc?relâi:ed. to Cou sources:"" I un erstand that m activities related to Count IT
&;"t't'\i?itf1')Z;"'- --~~f4~;'!;;?;ff5¡;~'__ 'l';;;Nf;".t:"". "~%~'¡:;';;,';Y1o~"'-_ _ -','-i:,"

~tr~s,oTirces (e.g::~Úse¡o,f emâlH~instant mèssá"gii1g. blogs. electronic files, County Internet services,

"~~'n~,sounty systeiñ~'ií;æay bè~¡¡ô'~~ed/stored:'~'re a public record, and are subject to audit and

rèt'¡~tv¡ including, wimötitlimit~tiônì.periodic unannounced monitoring and/or investigation, by
authd'fllžèd persons at à&~y~time. '"¿f~dôi not expect any right to privacy concerning my activities

related 't8~,6?~nty IT resoõfšes, including, without limitation, in anything i create, store, send, or

receive usr~g\tt:ounty IT r~'fêiurces. I shall not intentionally, or through negligence, damage,
'''ti'''''-è,%t:%, 0~~K:(-'~:-%interfere with tl'é.ioperatiò~ñlìOf, or prevent authorized access to, County IT resources and shall

use County IT resjj¿UlêeS'W~~ponsibly, professionally, ethically, and lawfully.

-~1:~íIJi'

14. Public forus Iiternet: I shall not use County IT resources to create, exchange, publish,

distribute, or disclose in public forums (e.g.. blog postings, bulletin boards, chat rooms, Twitter.
Facebook, MySpace, and other social networking services) any information (e.g.. personal
information, confidential information, political lobbying, religious promotion, and opinions)
without understanding the potential risk. I understand that the Public Interet is Uleßsored an
cOßtaißs maßY sites that ma be cOßsidered offeßsive iß both te,ct aßd images. I wil use County
Ineret services for approved Couny busißess purposes only, e.g., as a research tool or for
electronic commußicatioß. I Ufderstand that the County's Interet serices may be fikered but iß
my use of them I ma be exposed to offesive maerals. I agree to hold the Couny harmess
should I be inadverteßtly exposed to such offeßsive materials. I Ufderstand that my Internet

Board of Supervisors Policy No. 6.101 Attachment Revised: July 2004 xxxx 2009



activities may be logged, are a public record, and are sub ect to audit aRd revie'N by auhorized
individuals.

15. Internet storage sites: I shall not store County information on any Internet storage site without
understanding the potential nsk. Electronic mail and other electroRÍc data: I understan tht

County electronic mail (e mail), and data, in either electronic or other forms, are a public record
and subect to audit and revievi by authorized individuals. I 'Vlil comply with County email use
policy and use proper business etiquette v/hen communicating o'ier email systems.

Below is a sectionf the "Co "../!;rhensive Computer Data Access and Fraud Act" as it pertains

specifically to this Agreeìnent. Gâliforna Penal Code Section 502(c) is incorporated in its entirety into
~,t~'l"'*f;~;,

this Agreement by reféfê'" e all provisions of Penal Code Section 502(c) shall apply. For a
complete copy, consult the eode directly at website www.leginfo.ca.gov/.

502.( c) Any person who commts any of the following acts is guilty of a public offense:

(1) Knowingly accesses and without pemussion alters, damages, deletes, destroys,
or otherwise uses any data, computer, computer system, or computer network
in order to either (A) devise or execute any scheme or artifice to defraud,
deceive, or extort, or (B) wrongly control or obtain money, property, or data.

(2) Knowingly accesses and without pemussion takes, copies or makes use of any
data from a computer, computer system, or computer network, or takes or
copies supporting documentation, whether existing or residing internal or

Board of Supervisors Policy No. 6.101 Attachment Revised: July 2004 xxxx 2009



external to a computer, computer system, or computer network.

(3) Knowingly and without permssion uses or causes to be used computer services.

(4) Knowingly accesses and without permssion adds, alters, damages, deletes, or
destroys any data, computer software, or computer programs which reside or
exist internal or external to a computer, computer system, or computer network.

(5) Knowingly and without permssion disrupts or causes tlAe¡,Çlisruption of
computer services or denies or causes the denial ofao~Bmêr services to an
authorized user of a computer, computer system, l;~;;!~ì\ê\w" uter network.

(6) Knowingly and without permssion provides on ssis s in viding a means of. 4Ñ~Kli, ',.
accessing a computer, computer system, .,mmputer netwo
this section.

(7) Knowingly and without permssion acces es or causes to be access
'¡'tRE~~f,1,~t.s

computer, computer system, or computer'U'. work.

(8) Knowingly introduces an
system, or computer networ

ny computer, computer

(9)

County IT Usets Signature

County IT Usets Employee/lD Number Date

Managets Name Managets Signature

Manager's Title Date

Board of Supervisors Policy No. 6.101 Attachment Revised: July 2004 xxxx 2009



Employee's Name

Manager's Na

Employee' s Signatue

Mafger' s Signat

Date

Date

Board of Supervisors Policy No. 6.101 Attachment Revised: Ji:ly 2004 xxxx 2009
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PURPOSE

To establish an antivirus security policy for the
Iechnologyon resources.

July 13, 2004, Board Order N
Technology IT and Security Polici

Information

Each County Departmen shall comolv with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in support
of this policy.

Each County Department shall provide County-approved real-time virus protection for
all County hardware/softare environments to mitigate risk to County IT resources El
devices, and networl(s.

Antivirus softare shall be configured to actively scan all files received by th,ê



computing device.

Each County Department shall ensure that computer security softare (e.g., antivirus
softare, antispyware softare, firewall softare, and host intrusion prevention

softare) is updated when a new detection definition file, detection engine, softare
update (e.g.. service packs and upgrades), and/or softare version release, as
applicable, is available, and when hardware/softare compatibility is confirmed.antivirus
software is updated when a new antivirus definition/software release is available and
when hardware/softare compatibility is confirmed.

Each County Department that maintains direct
antivirus system to scan Internet web pages,
(FTP) downloads.

access shall implement an
ails, and File Transfer Protocol

Each County Department shall ml compl ith the requitements of the Countyide
Computer Emergency Response Team (~:~, T1 policy in the~fhötification of County IT
security incidents credible computer threatifò"ients.

onfigurationsOnly authorized personnel shall.
as required.

Remote access to Count IT resour.Gount I' ser shall re uire a roval b
County management~~:'.Sounty i~~ruser sH0ãnr~oriplywit8!" and only use equipment
(e.g., County-own:,(j~e~mputing devicê~)~~dB~l~ôlì~lly,.owñed computing device) that
complies with, all 'âp'pHcable"€6~nty IT 're~~úrcës póìlëiês~ standards, and procedures,
including, without "'ifmitation, 'ãîãtivirus softare which'''' is installed and up-to-date,
operating system sofí~re. an(j¡raPRlication':'S~ftare which are up-to-date (e.g., critical
updates,sectlritY/LJpdatèS'f*i~rìa,fservice'ì:packs)~:fànd firewall (Le., softare firewall on the

com utir1'\ldêviêe\iõ~hardwâtënirewaIl0iwl1iêh is~Tn'stalled and u -to-date.

County rnployees an otn:r p~s are prohibited from intentionally introducing any
malicious'de~ice (e.g., cò'ñ1J?uter VîfÙ~ì' spyware, worm, and malicious code), into any
County IT rêšõ~rges. Furthefill%.Gountý~iêmployees and other persons are prohibited from
using County'i:n~'resources '~t()"i intentionally introduce any malicious device into any
Count IT resourceslor an no'ñ~Count IT s stems or networks.

Count em 10 ees an rohibited from disablin or
deleting computer security softare (e.g., antivirus softare, antispyware softare,

firewall softare, and host intrusion prevention softare) on County IT resources.

Each County IT user is responsible for notifying the County Department's Help Desk
and/or Departmental Information Security Offcer (DISO) as soon as any item of County
IT resources is suspected of being compromised by a malicious device.

Any employee or authorized user 'Nho telecommutes or is granted remote access shall
utilize equipment that contains current County approved anti virus software and shall



adhere to County hardware/sofuvare protection standards and procedures that are
defined for the County and the authorizing department.

County employees or authorized personnel are prohibited from intentionally introducing
a virus or other malicious code into any device or the County's network or to deactivate
or interfre with the operation of the antivirus softvJare.

Each user is responsible for notifying the department's Help Desk or the Department
Security Contact as soon as a device is suspected of being compromised by a virus.

Definition Reference

As used in this policy, the term "County IT.r
set forth in Board of Su ervisors Polic4'~~NJõ.

Security Policy.

incident" shall have the same
No. 6.100 - Information Technolo

Polic No. 6.100 - Information Technolo and

Compliance

County Employees who violate this policy may be subject to appropriate disciplinary
action up to and including dischargei as well as civil and criminal penalties. Non-County
employeesi including, without limitation, contractorsi may be subject to termination of
contractual agreements, denial of access to County IT resources, and other actions, as
well as and/or penalties both civil and criminal penalties and civiL.



Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) policy must be reviewed
by the Chief Information Security Officer (CISO) and Chief Information Officer (CI01
and shall require approvaleG by the Board. of Supervisors. County Departments

requesting exceptions shalloo provide such requests to the CIO. The request should

specifically state the scope of the exception along with justification for granting the
exception, the potential impact or risk attendant upon granting the exception, risk
mitigation measures to be undertaken by the County Department, initiatives, actions.i
and a time frame for achieving the minimum compliance vel with the policies set forth
herein. The CIO will review such requests, conf ith the requesting County
Department.i and place the matter on the Board's agd along with a recommendation
for Board action.

Chief Information Office fG
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PURPOSE

The purpose of this Policy is to define the CQ"..
"'1'r~i,.iÚ''-;

countyvJide computer security threats affec:!iD9~~the

availability and/or integrity of County Hi.W~,f,f,v;

information technology (IT) resources.

(~~ponsibility in responding to
confi,g~ntiality, integrity, and/or

:a~",;"à,?ò_ . .

Policy - Information

Information Technolo

9.040 -Investigations of Possible Criminal Activity

POLICY

Each County Department shall comply with the County IT security standards and
procedures approved by the Information Security Steering Committee (lSSC) in support
of this Policy.

The County shall establish a Countywide Computer Emergency Response Team
(CCERT). The CCERT will be led by the Chief Information Security Officer (CISO) and



wj shall consist of representatives from all County departments. CCERT wj shall
communicate security information, guidelines for notification processes, identify
potential security risks, and coordinate responses to thwart, mitigate or eliminate a
countywide computer security threats to County IT resources.

Upon the activation of CCERT by the CISO, all Departmental Information Security
Officers (DISOs), Assistant DISOs, and other CCERT representatives shall report
directly to the CISO for the duration of the CCERT activation.

Each County department shall establish a DepartineDtai Computer Emergency
,~~'9%?":~'4~Æ;':,

Response Team (DCERT) that is led by the Departrn8btar Information Security Officer
fDISOj and has the responsibility for responding tQtsllaZ¿;r coordinating computer the
response to security threat,S events to County IT\tr~\'S'&'urcês within their organization the
County department. Representatives from eaGh€ÈRT slÍ'"al also be active participants
in CCERT.

representatives
activation.

DCERT
DCERT

ication process, to ensure management
to the CCERT, in response to computer

'nt shall proVI with after hours contact information, including

without Iimitati~n after-hÖurs for tR its primary and secondary CCERT
representatives e, ...... '()ISOãnd Assistant DISO and immediatel noti CCERT of an
chan es to that informatio Each County department shall maintain current contact
information for all persõcí1g~ who are important for the responsible response to security
threats for managing to 'County I/T resources to be utilized to remediate and/or the
remediation of County IT security threats incidents.

Each County departments shall provide its primary and secondary members CCERT
representatives with adequate portable communication devices. (e.g., cell phone,and
pager,e).

In instances where violation of any law may have occurred, proper notifications will be
made in accordance with existing County policies.



Definition Reference

As used in this-Pblicv;theterrrf "C60litS'-IT-resöUFces" snail have tne-same meaninö as -
set forth in Board of Supervisors Policy No. 6.100 - Information Technology and

Security Policy.

As used in this Policy, the term "County IT security" shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 - Information Technology and Security
Policy,

,:#(~~$+
As used in this Policy, the term "County d~r;~ìïment" shall' 'y~the same meaning as
set forth in Board of Supervisors POlicýtfMó', 6.100 - Infòiîátion Technology and
Security Policy. '

Compliance

fe", ervisors Board Policy ff shall be

y the CIS€);i.and, "Chief nfôrmation Officer CI01, and shall require

roval by ne Bòâ!Q,i1;iof Supervisors. County departments requesting

exception shall rovide''11sypti requests to the CIO. The request should
specifically s ,', te the scop' f the '~5lteption along with justification for granting the
exception, thê'r~:RÖtential imRact or risk attendant upon granting the exception, risk
mitigation measiit't;¡¡j" to be ~naertaken by the County department, initiatives, actions,
and a time frame for"4i\,b,i~~ittg)ithe minimum compliance level with the policies set forth
herein. The CIO wi strãll~ireview such requests, confer with the requesting County
department, and place ttìê'timatter on the Board's agenda along with a recommendation
for Board action.

RESPONSIBLE DEPARTMENT

Chief Information Office tG



DATE ISSUED/SUNSET DATE

Issue Date: July 13, 2004

Reissue Date:

Sunset Date: July 13, 2008

Sunset Review Date:
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PURPOSE

To ensure that all County e-mail communicatiqns ...... .... .
-"'tkl\;/~,,8')'" :Ì'/(l'i:,J:,:"

applicable ImNs and County Use of Inform~li.gri'X(TechnóJQ),9Y Policies using County
information technology (IT) resources ar~1t51in'~"áccordance'*'witn County IT resources

polices, County IT security policies, andd:ì'i?'plicable law. Thiš1SpOliCY also requires that

electronic mail systems County email systerns/services shall 1: cured to prevent

unauthorized access, to prevent unintended lôss or málicious des ruction of data and. . .' ~r~~~~'¡ß:'f)r-,s '$f'::C~/~~ -other information, and to provide for the . Æ!"fity and availâ,l;?jlity of suchsystems/services."'"

BoardE;

of Supervisors Policy - Information

Board of Supervisors Po i V No. 3.040 - General Records Retention and Protection of
Records Containing Personal and Confidential Information

Health Insurance Portability and Accountability Act (HIPAA) of 1996.

Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009

POLICY



This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in support
of this policy.

E-mail is provided as a County resource for conducting County business.

Access to County e-mail services is a privilege that may be wholly or partially restricted
without prior notice or without consent of the user.

County departments sh ake appropriate steps to protect all email servers County
email systems/services from various types of security threats.

Internet based email services shall not be accessed using County information

technology resources except for County purposes. County Internet services shall be
used for County management approved business purposes only.

Email retention must comply with legal requirements, but must be minimized to
conserve information technology All email communications using County IT resources
shall be retained in compliance with legal requirements, but retention shall be minimized



to conserve County IT resources and prevent risk of unauthorized disclosure.

Unless specifically authorized by County Department management or policy, sending,
disseminating, or otherwise disclosing confidential information or personal information,
is strictly prohibited. This includes, without limitation, information that is protected under
HIPAA, HITECH Act. or any other confidentiality or privacy legislation.

Encryption of email may be appropriate or required in some instances to secure the
contents of an email message email communications using County IT resources may
be a ro riate or re uired in some instances to sé'cure the contents of email

communications.

Definition Reference

As used in this policy, the term "County ITT
set forth in Board of Supervisors Polic~lif\õ.
Security Policy.'
As used in this olic the term ,~LGoun

forth in Board of Su
Policy.

ment" shall have the same meanin as
f\ò'~(;~6.100 - Information Technolo and

As use ",this olic è;hterms ersonal information" and "confidential information"

shall havEfilßè, same meañIñgs as'šêt;~forth in Board of Supervisors Policy No. 3.040 -
General Rèêards Retentióñ'fø~and Pl'õtection of Records Containin Personal and
Confidential Infôrmation.

Compliance

County employees who violate this Policy may be subject to appropriate disciplinary
action up to and including discharge as well as civil and criminal penalties. Non-County
employees including, without limitation, contractorsi may be subject to termination of
contractual agreements, denial of access to County IT resources, and other actions as
well as both civil and criminal penalties and/or penalties both criminal and civiL.

Policy Exceptions



Requests for exceptions to this Board of Supervisors (Board) Policy must be reviewed
by the GI Chief Information Security Officer (CISO) and the Chief Information Officer

(CIO), and approved by the Board of Supervisors. Departments requesting exceptions
should provide such requests to the CIO. The request should specifically state the
scope of the exception along with justification for granting the exception, the potential
impact or risk attendant upon granting the exception, risk mitigation measures to be
undertaken by the County department, initiatives, actions and a time frame for achieving
the minimum compliance level with the policies set forth herein. The CIO wi shall
review such requests, confer with the requesting County departmentJ. and place the

matter on the Board's agenda along with a recommendaton for Board action.

Chief Information Office fG

Issue Date: July 13, 2004

Reissue Date:
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July 13, 2004, Boar
and Security PoliCi

PURPOSE

To establish a Count Information Technolo

acceptable use of the Internet utilzing County¿iEf'1WY

security policy for
resources.

July 13, 2004, Board Order N
Technology and Security Policy.

Policy - Information

Information Technology

ation Technology and Security Policy

Board .0 upervisors Po icy. :, 'OJt - se of County Information Technology
? """, ,?L?o\o.,,"'f40\' .."~,,,(,z "' ~c:w""'tfti~'l74 v,"',P"

ResrJi9çges, inclùdin~".. Agree~~nt for A¿G~ptaDle Use and Confidentiality of County
Information Technolo esàuf""es (Accept~ble Use Agreement), attached thereto

Board of Supervisors Polic, o. 3.040 - General Records Retention and Protection
'1:~"'::'Y~~\

of Records Containih Per al and Confidential Information

Health Insurance Porta ility and Accountability Act (HIPAA) of 1996

Health Information Technology for Economic and Clinical Health (HITECH) Act of
2009



POLICY

This policy is applicable to all County IT users. employees, contractors, sub contractors,
volunteers and other governmental agency staff who have access to the Internet
through use of County resources.

Each County Department shall complv with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in support
of this policy.

No County IT user shall store County information on any Internet storage site without
understanding the potential risk.

No County IT user of County Internet services shall intentionally or through negligence
damage, interfere with the operation of, or prevent authorized access to County IT
resources.



Access to County Internet services shall require approval by County management.
County IT users authorized to access County Internet services shall not allow another
person to access County Internet services using their account.

Access to County Internet services is provided to a person at the discretion of each
County Department.

The County has the right to administer any and all aspects of access to, and use of,
County Internet services, including, without limitation, niul1'îòring sites visited by County
IT users on the Internet. monitoring chat groups a~â¡"l~'Wsgroups, reviewing materials

downloaded from or u loaded to the Internet b 4i€õ"¡;rñf";\¡IT users and limitin access
only to those sites required to conduct County husiñess. .

a

violation

licit materials

"make-mone -

or material which is libelous or



. Attempting an unauthorized access to the account of another person or group

on the Internet. or attempting to penetrate beyond County security measures
or security measures taken by others connected to the Internet. regardless of
whether or not such intrusion results in corruption or loss of data or other
information

. Knowingly or carelessly distributing malicious code to or from County IT

resources

be used for County business purposes.

":~,,,ý,p;t-:~, , ,,!c~/?1N "i' . . , ,
or employee genern(e,9, d?,la:::files) must be approved by department management. If
evidence of abuse i"§it,"¡àe:o¡¡¡¡ed, notice must be provided to the Auditor Controller's

Office of County Investig~tiöns.

It is prohibited to use County provided Internet access for personal gain, gaining or
attempting unlawful access into information technology resources, or activities that are
detrimental to the County.

The following inappropriate use of Internet activities are examples only and are not
intended to limit the scope of potential Internet use violations:



. Using the County's Internet services for the unauthorized

downloading of softvare or file sharing softare that is not

specifically used for conducting County business.

. Using the County's Internet services for dovmloading or
distributing material in violation of copyright laws (i.e., movies,
music, softvare, books, etc.).

. Knowingly or carelessly distributing malicious code to or from

County information technology resources.

. Using the County's Internet services to participate in partisan
political activities.



Definition Reference

As used in this policy, the term "County IT resourc
set forth in Board of Supervisors Policy No. 1'6I'i1'ÕO
Security Policy.

As used in this
forth in Board of Su
Policy.

As used in this olic
forth in Board of Su
Policy.

all have the same meanin as
6.100 '..s4!llnformation Technolo and

County employee ho viola.e this policy may be subject to appropriate disciplinary
action up to and inc iiaJngqi~ç~argeJ. as well as civil and criminal penalties. Non-County
employeesJ. including~~itn1jöt~ limitation, contractorsJ. may be subject to termination of
contractual agreements'~'iêlënial of access to County IT resources, andle other actions,
as well as penalties both civil and criminal penalties. and civiL.

Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) policy shall must be
reviewed by the Chief Information Security Officer (CISO) and the Chief Information

Officer (CI01. and shall require approved by the Board of Supervisors. Departments
requesting exceptions should provide such requests to the CIO. The request should

specifically state the scope of the exception along with justification for granting the



exception, the potential impact or risk attendant upon granting the exception, risk
mitigation measures to be undertaken by the department, initiatives, actions and a time
frame for achieving the minimum compliance level with the policies set forth herein. The
CIO shall wireview such requests, confer with the requesting County Departmenti and
place the matter on the Board's agenda along with a recommendation for Board action.

RESPONSIBLE DEPARTMENT

Chief Information Office fG

DATE ISSUED/SUN

Issue Date: July 13, 2004

Reissue Date:
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PURPOSE

To establish a countywide County Information .9l;rity policy to ensure that
County IT information technology resources are protected by physical security
measures that prevent physical tamperin mage, theft, unauthorized physical

access.

Policy - Information

'1)P' Confidentiality of County
',""d~Je'Use Agreement), attached thereto

""'t"¿Ø" 
i

NO.6. 9 - Security Incident Reporting

POLICY

This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in support
oHhis policy.



Facility Security Plan

Each County Department is required to have a ~Facility Security Plan~.. which shall
include, without limitation, measures to safeguard County IT Information Technology
resources. The plan shall describe ways in which all County IT Information Technology
resources shall be protected from, without limitation, physical tampering, damage, theft,
or unauthorized physical access.

Proper Identification

Access to areas containing confidential sensitive "i. .. tion or personal information
~i,~;"!ò\+'~?~',,,"';:;~ßJ.t;',

shall mt be physically restricted. Each person ~,JJ~ijiâi'lidLials in these areas shall ff

wear an identification badge on tR outer arments.. s, hat both the picture and
information on the badge are clearly visible.

If feasible, County les?\ s owned by County shall be marked with some form of
identification that clearlyUilcHcates it is the property of the County of Los Angeles.

Each County IT user is responsible for notifying the County Department's Help Desk
and/or Departmental Information Security Officer (DISO) as soon as a County IT
security incident is suspected.

Access to Restricted IT Areas

/
Equipment Control

The assigned user of lIT resource is considered the custodian for the resource. If the
item has been damaged, lost, stolen, borrowed, or is otheF\vise unavailable for normal



business activities, the custodian must promptly inform the involved department
manager.

Sensitive lIT resources located in unsecured areas should be secured to prevent
physical tampering, damage, theft, or unauthorized physical access.

\A/hen feasible, lIT equipment must be marked with some form of identification that
clearly indicates it is the property of the County of Los Angeles.

Definition Reference

and Securi

As used i is olic the arms" sonal information" and "confidential information"

shall have ttYe'I'Same meaniñ'gs as se¡i~lorth in Board of Supervisors Policy No. 3.040 -
General RecorCtS'~:Retentiorî%~l'ând Protection of Records Containing Personal and

Confidential Information.

Compliance

County employees who violate this policy may be subject to appropriate disciplinary
action up to and.. including discharge.. as well as both civil and criminal penalties. Non-
County employees.. including without limitation, contractors, may be subject to
termination of contractual agreements, denial of access to County IT resources, and
other actions, as well as and/or penalties both civil and criminal penalties. and civiL.

Policy Exceptions



Requests for exceptions to this Board of Supervisors (Board) policy shall mt be
reviewed by the Chief Information Security Offcer (CISO) and the Chief Information

Officer (CI01 and shall require approval approved by the Board. of Supervisors.

County departments requesting exceptions shall should provide such requests to the
CIO. The request should specifically state the scope of the exception along with
justification for granting the exception, the potential impact or risk attendant upon
granting the exception, risk mitigation measures to be undertaken by the County
department, initiatives, actions and a time frame for achieving the minimum compliance
level with the policies set forth herein. The cia shall wi review such requests, confer
with the requesting County departmentJ. and place theniatter on the Board's agenda

along with a recommendation for Board action.

Reissue Date:

RESPONSIBLE DER:Æ ,,1
"":1~st;'

Chief Information Office tG
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PURPOSE

of

Policy - Information

Each Coun De a ment all com I with the Coun IT securi standards and
procedures approvedB¥~tñê'lìiformation Security Steering Committee (ISSC) in support
of this policy. "i'Iß'"

Each County Department shall periodically conduct and document an IT risk
assessment in accordance with Auditor-Controller (A-C) requirements. which are
included in the annual/biennial Ä-C Internal Control Certification Program (ICCP)
procedures.



lISecurity risk assessments are ls mandatory and activity, '.vhich encompasses
information gathering, analysis, and determination of security vulnerabilities within the
County IT resources. including without limitation. County's hardware and softare
environment§., and IT information technology (lIT) business business practices.

ITSecurity risk assessments are is necessary to analyze and mitigate security threats
to the County IT resources. information technology assets, which may come from any
source.. including without limitation, natural disasters, disgruntled County employees,
hackers, the Internet, and equipment or service malfunction or breakdown.

ITSecurity risk assessments shall be conducted on al un IT resources includin
without limitation. information systems including~88.lg~tions, servers, networks, and
any process or procedure by which the County 1J\~res8trr~e~ these systems are utilized
and maintained. IT risk assessment§. shallé91~õ(1lbe pêff()'r ed on each facilty that.. _::(it'!rt~rr"ò:/+
houses County IT information technology reso . rces.

As used in this
set forth in Board

Security Policy.

Compliance

County employees who violate departments must develop written procedures to comply
wi this policy may be subject to appropriate disciplinary action up to and including
discharge. as well as both civil and criminal penalties. Non-County employees

including. without limitation. contractors. may be subject to termination of contractual
agreements, denial of access to County IT resources, and other actions, as well as both



civil and criminal penalties. Review and remediation of risk assessment findings is the
responsibility of each department.

Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) policy shall fF be
reviewed by the Chief Information Security Officer (CISO) and Chief Information Officer
(CI01 and shall require approval by the Board. of Supervisors. County Departments
requesting exceptions shalloo provide such requests to the cia. The request should

specifically state the scope of the exception along w't 'ustification for granting the
exception, the potential impact or risk attendant u ranting the exception, risk

mitigation measures to be undertaken by the Cou partment, initiatives, actionsi
and a time frame for achieving the minimum coniRli, el with the policies set forth
herein. The CIO shall wi review such reqLJestš:,t7confer ith the requesting County
departmenti and place the matter on the Boá?t~'''l§ agenda aloQg ith a recommendation
for Board action.

Reiss'

Chief Information Office fG

Sg",set Date: July 13, 2008
~%~";~t~

unset Review Date:
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PURPOSE

s - Information Technology

POLICY

The Los Angeles County Auditor Controller shall conduct or coordinate an audit of every
department's compliance to County lIT use and security policies, standards and
guidelines. Audits shall be conducted for each department as scheduled by the Offce of
the Auditor Controller.

E-chCounty department shaN be responsible for assisting the County Auditor
Controller in conducting a security policy audit of information technology resources.



As used in this polioy, the term "County Department" shall have the same
meaning as set forth in Board of Supervisors Polioy No. 6.100 Information
Teohnology and Seourity Polioy.

This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in support
of this policy.

The Auditor-Controller (A-C) shall conduct or coordi an audit of every County
Department's compliance with County IT resources"p'ôlfêlès, standards, and procedures,
and County IT security policies. standards. and pr()cëCfures~ Audits shall be prioritized
and scheduled based on risk b the A-C. TOAfaèilîtate tlíëìlâudit rocess each Co un 

Department shall:

. ànce with A-C
No. 6.107 -

ii have the same meanin as
Information Technolo and

Compliance

County departments that have been audited must develop a written response that
includes a plan to remediate any deficiencies found during the audit. Revie'N and

remediation of the audit findings is the responsibility of each department.

County employees who violate this policy may be subject to appropriate disciplinary
action up to and including discharge as well as both civil and criminal penalties. Non-
County employees. including, without limitation, contractors, may be subject to
termination of contractual agreements. denial of access to County IT resources. and



other actions as well as both civil and criminal penalties.

Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) Policy mt shall be

reviewed by the Chief Information Security Offcer (CISO) and the Chief Information

Officer (CI01. and shall require approveåal by the Board of Supervisors. County
departments requesting exceptions should shall provide such requests to the CIO. The
request should specifically state the scope of the exception along with justification for
granting the exception, the potential impact or risk ttendant upon granting the
exception, risk mitigation measures to be undertak y the County department,
initiatives, actions and a time frame for achieving the".t .'. .... mum compliance level with the
policies. set forth herein. The CIO wi shall re\~!i~ref~~I~. requests, confer with. the

requesting County department and place the matter on the~Boards agenda along with a
recommendation for Board action.

Chief Information Office fG
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The intent of this policy is to ensure0¡tf"~ County DeQsii;ments report County

information technology (IT) security incidëìilš' in a consistent~'m~rmer to responsible
County management to assist their decisio d coordination próê~ss.

Board of Sup
Responses

No. 6.103 - Countywide Computer Security Threat

Board of Supervisors

Computing Devices
No. 6.110 - Protection of Information on Portable

Board of Supervisors Policy No. 3.040 - General Records Retention and Protection of
Records Containing Personal and Confidential Information

Board of Supervisors Policy No. 9.040 -Investigations of Possible Criminal Activity
Within County Government



Health Insurance Portabilty and Accountability Act (HIPAA) of 1996

Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009

POLICY

This policy is applicable to all County IT users.

, . i!!jl(';:'~it,;, ./jg~~,iYA'¡Y

Office (CIO) to thè"ij,Qêfd¿,2t;"Supervisors (Board) delineating the scope of the incident,
'~":i\~;;:l ':~;i!'f;¡).'J~i0?j;J

impact, actions being~lgl~eh and any action tal~en to prevent a further occurrence.
Board notification must'Õi3cur as soon as the incident is known. Subsequent updates to
the Board may occur until the incident is closed as determined by the Chief Information
Security Officer (CISO).

Each County department shall mt coordinate with one or both of the designated
County offices (Chief Information Offce (CIO) and the Auditor-Controller), as
applicable, when aR County IT related security incident occurs. For purposes of this
coordination, the CISO has the responsibility for the CIO. The County Chief HIPAA
Privacy Officer (HPO) and the Office of County Investigations (DCI) have respective



responsibilities for the Auditor-Controller.

Each County IT user is responsible for notifying the County Department's Help Desk
and/or DISO as soon as a County IT security incident is suspected.

Chief Information Security Officer (CISO)

All IT related security incidents that may result in the disruption of business continuity or
actual or suspected loss or disclosure of personal information and/or confidential

information shall lfbe reported to the applicable.Q¡eì?:~amental Information Security

Officer (DISO) who sA wi report to the CISO. Exam'lè's of these incidents include:

and/or
. .,

All Count
informati

.
formation
or disclosure of patient information

All County IT related security incidents that may involve non-compliance with any
Acceptable Usage Agreement (refer to Board of Supervisors Policy No. 6.101 - Use of
County Information Technology Resources) or the actual or suspected loss or

disclosure of personal information and/or confidential information shall ml be reported
to OCI. These incidents can be reported using an on-line form found at
ww.lacountyfraud.org. Examples of these incidents include:

. System breaches from internal or external sources



. Lost or stolen computing devices containing personal information and/or

confidential information and data
. Inappropriate non-work related da information, which may include, without

limitation, pornography, music, and videos
. Actual or suspected loss or disclosure of personal information and/or confidential

information

Chief Information Office (CIO)

All County IT related security incidents that affect mul .
significant loss of productivity, or result in the actual'
personal information and/or co~fidential inforii~$l~~, . . .
CIO/CISO. As soon as the pertinent facts ar~ ki;own, Count IT securit incident

shall wi be reported by the CIO to the Bgãtä. -""", . The cisa shall be
ii\"t;'i~0l~:'.f1;;~ 'R~~~-"j-"'"

responsible for determining the facts rel~t~gf?to the County~UITf-security incident and

updating the CIO and other affected pli:~hs/entities on a regOlar basis until gJtR"tl"_¡'~,;P, \:;aY~?h~,~'~
issues are resolved as determined by the ßI~l,;~nd all açtions are'taKen to prevent any'.-h:'Rr¡tt,:~~'~fc0,Ä. er¡:'''::_JY'
further occurrence. A final report shall be dêY~19P 'öy the cia ti .,' describes the
incident, cost of remediation, / òss of productivi ere applicable, impact due to
the actual or suspected loss orJ,~li~ ~~,~r,~ of pers0'ii:'t~h information and/or confidential
information, and final actions takerl'~f"'tig'àte and pre'v'~;nt future occurrences of similar
incidents events.

Actual or suspect

information shall

''*~~.~:;':-~'', ' _'~~,,~~:;?v-;
shall have the saRÎa;;:rneanjri€fê't as set forth in Board of Supervisors Policy No. 3.040

~,¥,s:,D;:6_~,"''o'D~,_, ~"'rf

General Records Ret~Qittg,f,~¡¡G and Protection of Records Containing Personal, and

Confidential Information;~4~jft"'

. II II . II

As used in this policy, the term "County IT resources" shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 - Information Technology and

Security Policy.

As used in this policy, the term "computing devices" shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 - Information Technology and

Security Policy.



As used in this policy, the term "telecommunications" shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 - Information Technology and

Security Policy.

As used in this policy, the term "County IT user" shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 - Information Technology and Security
Policy.

As used in this policy, the term "County ~
meaning as set forth in Board of Supervis()
and Security Policy.

As used in this policy, the term "County IT security" sha I ve the same meaning as set
forth in Board of Supervisors Policy No. 6.100 - Infor ation Technology and Security
Policy.

As used in this policy, the term ~'€ounty Depa ru~:n "all have the samE3 meaning as
set forth in Board of Supervis olicy No. 6~~OO' - Information Technology and

Security Policy.

is policy ay be subject to appropriate disciplinary

action up ~~~nd including¡:!,J~cha ¥!\!,\;fs well as both civil and criminal penalties. Non-
County errfp!gy,ees, includ!Õ9, witlì'5ût limitation, contractors, may be subject to

. '" . "';"i:êQ; , VN:r'_~:;:A;h.
termination of¡~çgntractual a'greements, denial of access to County IT resources, and
other actions as~fW'ell as botn\lcivil and criminal enalties. andlor penalties both criminal
and civiL.

Policy Exceptions

There are no exceptions to this policy.

RESPONSIBLE DEPARTMENT

Chief Information Office



DATE ISSUED/SUNSET DATE

Issue Date: May 8, 2007
Reissue Date:

Sunset Review Date: May 8,2011
Sunset Review Date:
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To establish a policy regarding the

May 8,2007, Boar

ation Technology and Security Policy

Board of Supeí'lšors Polic 6.109 - Security Incident Reporting

:m,it#r;~~t~~*l:,~~i'

Computing Device (/\ttã'ètïêä)
'ir,.

Board of Supervisors Policy No. 3.040 - General Records Retention and Protection of
Records Containing Personal and Confidential Information

Health Insurance Portability and Accountabilty Act (HIPAA) OF 1996

Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009



POLICY

This policy is applicable to all County IT users. departments, employees, contractors,
subcontractors, volunteers and other governmental and private agency staff who use
portable computing devices in support of County business.

Each County Department shall comply with the County IT security standards and
procedures set forth by the Information Security Steering Committee (ISSC) in support
of this policy.

Definition Reference

II II

Confidential Information.

confidential informatio~o~ portabl~*!b9mplf~'"g;~,geVicå~1!'~9'JJever, users who in the

course of County busioéâs:,Olust piãeè, persõñán;;and/o~";¡\êÕnfidential information on
~"''itt\%l*i;''0ffjA-~'V/~t:~~lk-~~n?,,. "0~(;r,~\ _ ,:ß~~4r:p:i;'~n':'-"-:¡;':'?;~'~-Y0,rY:~i_' _ vi,~J'

portable computing.:fdSvibes"mÜst be mà'Ô(;,awtOWbftlíÖ::risks involved and impact to the
_;,,:_:,!:t~'7;)t'Y 't';~-¿:Wt4)- ~~'-"h;;A'":;l~Wq',ti_Ô¡2f '~A¡x;,a;í\1!jli

affcted personl-entitias in thê~:event of::ãctÜal or suspected loss or disclosure of~0~'?"i!~A ~\':yt?i\:~ "i~,*;;-~~_,,;".,
personal and/or confia;~p!ial i~f9rF1ation. If~ll~rsonal and/or confidential information is
placed on a,pertable c~frrRuti6"ige:ae)ìiCa, evêí)ì;:~effrt must be tal(en, including, VJithout

~tr'*"*t:/,,là'i~~')~)~1,Xf;':~;. " '(\'.,-,.,,'~ß'/A"Ç;~'1f;~,,!P" ""C~~fi;'i''(~~;'''(;';i'' ',_ -~,t.w:~t\.
limitation:;physiêal:controls;:~tb;.ifprotêCt:.tbe"jnforrnation from unauthorized access and,
. 4'%l;*:MkJ'i~'- .'Y~~~c,¥i'1~;W-\~:" . ":ft-'RSH!;h¡,. "&;":(N;;'?*tik0;t,~ 'iZF' . . .

wltho~,l;;~xcep~IOn,"'€'t~l~;¡h info(w;~~ion mus!r;;;~be encrypted. Additionally, a written

authorizali()n signed öy~;:;'a desl911ated member of departmental management must
provide ;jJtl~;(l approvalfQr¿,lpe patH:gbllar personal and/or confidential information to be
placed on 'qâ;;;B,2rtable comì?~ting dê,iJice. The recipient (person using the portable
computing dèvi~~l must als2t sign the authorization indicating acceptance of the
information and'W;ig~aowled~~;.~is/her understanding of his/her responsibility to protect

the information. Tlîâ::alJthQ(iZ'ation must be reviewed and renewed, at a minimum,
'*.\f~~tß"'-~_ -,t".,t+~~''F,Mr;'

annually. In the evenf0l~~;~portable computing device is lost or stolen, the department
must be able to recreatêi)the personal and/or confidential information with 100 percent
accuracy and must be able to provide notification to the affcted persons/entities.

Full Encryption of All Information on all Portable Computing Devices

Security measures must be employed by all County departments to safeguard all
personal and/or confidential information on all portable computing devices. All County
owned or provided portable computers (e.g., laptops and tablet computers) must at all
times have automatic full disk 'encryption that does not require user intervention nor



allow user choice to implement. If personal and/or confidential information is placed on
any portable computing devices, all such information must be encrypted while on those
portable computing devices.

Portable computing devices include, without limitation, the following:

. Portable computers, such as laptops and tablet computers

. Portable devices, such as personal digital assistants (PDA), digital cameras, portable
phones, and pagers

,

memory/drives, and USB drives

the department's responsibility to ensure~tttf~t the portable conì~tt1liOg device sUP~)Qrts. \'4\fkt%l"'l" ."~(i'M1:~i;.. .

resides on this vehicle.

devices.

A) evices and Information

All portable computing devices that access and/or store County IT resources must
comply with all applicable County IT resources policies. standards, and procedures.

The County prohibits the unnecessary placement (download or input) of personal
information and/or confidential information on portable computing devices. However,
County IT users who in the course of County business must place personal information
and/or confidential information on portable computing devices shall be made aware of
the risks involved and impact to the affected person/entities in the event of actual or

- - -- -suspected loss or disclosure of personal information and/or confidential information.



If personal information and/or confidential information are plaæd/stored on a portable
computing device, every effort shall be taken. including, without limitation, physical
controls, to protect the information from unauthorized access and, without exception.
the information must be encrypted.

A County IT user who intends to use any portable computing device not owned or
provided by the County to access and/or store County IT resources is required to obtain
prior written departmental management approval that includes, minimally, the
Departmental Information Security Officer (DISO).

B) Protection Requirements for Stored Inform

All portable computers shall at all times _ automatic full disk, " olume, or file/folder
encryption that does not require user intervèñ'tiôn nor allow user chdicêìiIo implement or
modi in order to ensure all ersonal informatioñ¡:iatm/or all confidenfiãl~'information is
encrypted.

C)

When it is determi that onal information and/or confidential information needs to

be placed/stored on "'ãllrScrrtâble computing device, every effort should be taken to
minimize the amount ofir116rmation required. Additionally, if feasible, such information
shall be abbreviated to limit exposure (e.g., last 4 digits of a Social Security number).

D) Actions Required In the Event of Actual or Suspected Loss or Disclosure

Any actual or suspected loss or disclosure of personal information and/or confidential
information shall be reported under Board of Supervisors Policy No. 6.109 - Security
Incident Reporting. In all cases, every attempt shall be made to assess the impact of
storing, and to mitigate the risk to, personal information and/or confidential information



on all portable computing devices.

Definition Reference

As used in this policy, the term "County IT resources" shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 - Information Technology and

Security Policy.

As used in this policv. the term "portable computing devices" shall have the same
meanin as set forth in Board of Su ervisors Polic No. 6t-100 -Information Technolo
and Security Policy.

As used in this policy, the term "portable comput L have the same meaning as
set forth in Board of Supervisors Policy No~" ër1'00 ~'~iñformation Technology and

Security Policy.

and Securi

Compliance

County ~mployees ,)'19 vio a e this policy may be subject to appropriate disciplinary
action up to and incl~tnn'g . charge.. as well as civil and criminal penalties. Non-County
employees.. including, wi öut limitation, contractors.. may be subject to termination of
contractual agreements, denial of access to County IT resources, and other actions, as
well as both civil and criminal penalties.lor penalties both criminal and civiL.

Policy Exceptions

There are no exceptions to this policy.



RESPONSIBLE DEPARTMENT

Chief Information Office

DATE ISSUED/SUNSET DATE

Issue Date: May 8,2007
1'ly

Sunset Revì~'W Date: May 8, 2011

Reissue Date:



Authorization to Place
Personal and/or Confidential Information on

a Portable Computing Device

Department Name
+~~\\

This Authorizat~on to ~lace (download or input) personal.~~,~~~bor confidential info~ation on a
portable computing device (portable computer, portable device;1tfor portable storage media) must be
completed for each initial placement (download or inpllt formation to each device and be

signed by the user of the portable computing deviçe anô esi ed department management in
accordance with Board of Supervisors Policy :lmU - Protectio of Information on Portable

Computing Devices and Board of Supervisors icy 3.040 - Ge al Records Retention and

Protection of Records Containing Personal an fidential Informatio ote - Policy 3.040 is

applicable only for the purpose of providing definitions of "pe ,a1 information" and

"confidential information", as referenced in Polic 11 However, ifjitt~~i% personal and/or

confidential information is download om a particular ication system to ~-lparticular portable
computing device, then this Authori ust be coin1eted only for the initial placement
(download) of the information on such deyice regardless ofho en the information is downloaded
to such device.

1. Provide

2. Sp ..
be ow
"&"7w::¥')W"

3. Estal?Jish an exact copy¡L()ft èu:nfarmation, preferably on a departent computer, to allow for"4~,?,;-:%, --t-:W"f\\ -Ity,~",-,"Øl,
1 OO%l'âccurate re-creatiòn and ãi.iäit of the information

-:''':W',,'::3'"'-:.. "~?:,rY0k -'-"-'_~er-';','

4. Encryp;tl:e information"Uüring thê'~rttire time that it resides on the portable computing
device '

5. Maintain phys!.~i.securit er the portable computing device during the entire time that the

information re~fâS'~Jlgn!~~,'i1,ßvice (e.g., the user must maintain physical possession of the
device. or keep the"d~~i~;"sècure when unattended)

6. User signature "1;it,iv
7. Department management signature

in, ormation on each portable computing
'9!1a~~&~Yt

For each initial place
device, the following ste

Portable Computing Device Description:

Device type (e.g., laptop, PDA, USB drive, etc):

Device serial number:

Property number (if County property):

Name of encryption software installed:



Operating system:

Information Being Placed on the Portable Computing Device:

Purpose of placement:

Application system name (if applicable):

Personal and/or confidential information fields:

Name:

s Policy 6.110 - Protection of

. ors Policy 3.040 - General

and Confidential Information
se 0 ding the definitions of "personal
ced in Policy 6.110). I agree to fully comply

. ng the above portable computing device and

Date:

Signature:

Department Appro'

Print Name: Title:

Signature:
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PURPOSE

To ensure that the appropriate level of
provided to all ,

rmation technology (IT)

2,1- .....~t3 of County Information Technology
Resour9~~'*iiiêluâiFlg't;.~greèm~'~~ for"Ädêeet~l:lê Use and Confidentiality of County

I nformatiõñ'T echnolodîlResourõ'êš¡(Acceptå'Dle'(:Use Agreement), attached thereto

POLICY

Effective information security programs must include user information security
awareness training as v.ill as training in the handling and protection of personal
and/or confidential information and in the user's responsibilty to notify County

department management in the event of actual or suspected loss or disclosure of
personal and/or confidential information. Training must begin with employee
orientation and must be conducted on a periodic basis throughout the person's term of



employment with the County.

This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures set forth by the Information Security Steering Committee (ISSC) in support
of this policy.

The Chief Information Office shall faciltate and coordinate with County Departments to
establish and maintain a count ide information securit ¿i1awareness trainin ro ram.

Information securit ro rams at Count De artm ball include without limitation
information security awareness training which, iFl~íãdeš:'¡f~it~out limitation, training in
the handling and protection of personal info~âlioíi and/or'/êô'Tfidential information and
in a County IT user's responsibilty to n?tifY;i€'ounty Departlî~'~tmanagement in the
event of actual or suspected loss ori\~~'i~ciosure of personaH~tdnformation and/or

confidential information. For County erñpl~¥~es, trí:ining shaii\J~l1egin with County
em 10 ee orientation and shall be conductecl~'ôn!¡a enõäic basis thrõ'êt hout a Count
em 10 ee's term of em 10 ment,\'witbthe Count ~

its County IT users participate in the
raining program as well as any additional

''t1t)~*1'('-,~_;li~,jf~~i:ri¥;¡;

departments to estal;lis,Ö,;=.~nd maintain a countywide information security awareness
training program. This pr6gram wil be based on County IT security policies to ensure
County IT resources (i.e., harcJi..are, software, information, etc.) are not compromised.

County departments may develop additional information security awareness training
programs based on their specific needs and sensitivity of information. Each County
department shall ensure its employees/users participate in the countyv/ide as 'iiell as
any specific departmental information security a'Nareness training programs.

lñformation security awareness training shall be provided to County IT users



employees/users as appropriate to their job function, duties.. and responsibilties.

Definition Reference

As used in this policy, the term "County IT resources" shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 - Information Technology and

Security Policy.

As used in this policy, the term "County IT user" shall haye the same meaning as set
forth in Board of Supervisors Policy No. 6.100 - InfonnâfiÒn Technology and Security
Policy.

As used in this policy, the term "County Department" shall have tli ame meaning as
set forth in Board of Supervisors Policy NO..1 Information
Security Policy.

"

As used in this policy, the term "County IT securit
forth in Board of Supervisors Policy No. 6.1
Policy.

'1i,i~nd "confidential information"
oard of'Sû'pervisors Policy No. 3.040 -

eçords1(Çiontaining Personal and

Requests for exceptions 0 this Board of Supervisors (Board) policy shall mt be
reviewed by the Chief Information Security Officer (CISO) and the Chief Information

Officer (CIO) and shall require approvale€ by the Board. of Supervisors. County
Departments requesting exceptions shall should provide such requests to the CIO. The
request should specifically state the scope of the exception along with justification for
granting the exception, the potential impact or risk attendant upon granting the
exception, risk mitigation measures to be undertaken by the County Department,
initiatives, actions and a time frame for achieving the minimum compliance level with the

_ --_policies set forth herein. The CIO shall wi review such requests, confer with the



requesting County Department.! and place the matter on the Board's agenda along with
a recommendation for Board action.

RESPONSIBLE DEPARTMENT

Chief Information Office

DATE ISSUED/SUNS

Issue Date: May 8,2007
Reissue Date:

f)è,~~li1~~~t

" """ñset Review ,,~te: May 8, 2011
iH'~::y1~?,:,-

nset Review Däte':
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PURPOSE

To ensure that all information and softare. on
devices are protected from unauthorize

computing devices out of County invent
other users.

- Information

Board of Supervisors 01" 3.040 - General Records Retention and Protection of

Records Containing Persol)å¡ and Confidential Information
"~~1;jF

POLICY

This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures set forth by the Information Security Steering Committee (ISSC) in support-----
of this policy.



Each County Department is responsible for ensuring that all information and softare
on County-owned or leased computing devices are rendered unreadable and
unrecoverable, whether or not removed from such computing devices, prior to
disposition of such computing devices out of County inventory, to prevent unauthorized
use or disclosure.

Each County Department is responsible for ensuring that all personal and confidential
information on County-owned or leased computing devices is rendered unreadable
when such computing devices are transferred to other sers who are not authorized to
access the personal and confidential information.

Confidential Information.

. "

· Computing device dona'ii-" to a non-County organization

Definition Reference

As used in this policy, the term "County IT resources" shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 - Information Technology and

Security Policy.

As used in this policy, the term "computing devices" shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 - Information Technology and



Security Policy.

As used in this policy, the term "County IT user" shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 - Information Technology and Security
Policy.

As used in this policy, the term "County IT security" shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 - Information Technology and Security
Policy.

As used in this policy, the term "County Department"A .... .... have the same meaning as
set forth in Board of Su ervisors Polic No. 6.1ÔOl!t Information Technolo and
Security Policy.

Compliance

DATE ISSUED/SUNSET DATE

Issue Date: October 23,2007
Reissue Date:

Sunset Review Date: October 23, 2011
Sunset Review Date:



Board IT Agenda Items
Department Board IT Agenda Item Description Amount CEO Cluster New Term Planned

Hearing Date
DHS Authorize Purchase of Authorize Purchase of Hardware for the Department of Health $430,000 Health & 3 years 7/9/2013Hardware for the Services Data Center to support the Picture Archiving and

Mental Health maintenanceDepartment of Health Communication System (PACS). Services
Services Data Center to
support the Picture Funding Source: DHS FY 2013-14 Operating Budget

Archiving and Existing Agreement: N/ A
Communication System

(PACS)

DHS Amendment of the GHX The current DHS GHX system needs to be modified to create $309,000 Health & 2 years 7/30/2013
Supply Chain interfaces and reports.

Mental Health
Management system

Services
contract for Funding Source: DHS FY 2013-14 Operating Budget

enhancements. Existing Agreement: 70447

FIRE Execute Work Order Work Order for implementation services to implement Maximo $398,409 Public Safety TBD 7/30/2013Under the County's IBM Facilities Management System.
Master Services
Agreement No. 75869 Funding Source: Fire FY 2013-14 Operating Budget
for Fire Facility Existing Agreement: 75869
Management System

DPW EI Segundo Area This action is to approve and authorize the Director, or her designee NTE Community & 2 yr. 8/6/2013Intelligent to execute Amendment Number 4 to Software and Services $6,820,782 Municipal extension +Transportation System Agreement PW 12694 with Iteris, Inc., for the EI Segundo Area (approx. Services up to twoProject Amendment Intelligent Transportation System Project to extend the agreement $3.9M spent additional 2Number Four to term for two years to provide for continued services and to date) **No yr.
Agreement PW 12694 maintenance of the system with no increase in the total agreement increase (delegatedfor Software and sum. This action will also delegate authority to the Director of Public requested** to Dir, DPW)Services Works or her designee to execute future no cost amendments, if

necessary, to further extend the term for up to two additional two-
year terms.

Funding Source: N/A (time-only Amendment)
Existing Agreement: PW 12694

Page i



Department Board IT Agenda Item Description Amount CEO Cluster New Term Planned
Hearing Date

DHS Approval of Amendment Approval of Amendment 2 to Equipment Maintenance and Repair $1.39M Health & TBD 8/6/2013to Equipment Services Agreement with Parata Systems, LLC to add resources and
(Parata) + Mental Health

Maintenance and Repair extend the term. $1.17M Services
Services Agreement with Approval of Amendment 1 to agreement with Talyst, Inc., for

(Talyst)
Parata Systems and equipment maintenance and repair services of the automated
Talyst, Inc. medication management systems add resources and extend the

term.

Funding Source: DHS FY 2013-14 Operating Budget

Existing Agreement: H702976

DHS Agreement for Web- Agreement for development of eConsult software for DHS ACN and $4.8M Health & TBD 8/6/2013based eConsult System SafetyNetConnect.
Mental Health

and related services
Services

between County and Funding Source: DHS FY 2012-13 Operating Budget

SafetyNetConnect Existing Agreement: N/ A

CIO/CEO/DHS/ Countywide Master Implement a Master Data Management solution for the entire TBD Operations TBD 9/17/2013DMH & DCFS Data Management County, to include:
(CWMDM)

1. Development and maintenance of a catalog of enterprise data
objects. (Data entities, Authoritative sources, Attributes, Values,
Access control and policies).
2. Development and maintenance of a catalog of existing system
interfaces.
3. Development of policies for enterprise information management.
4. Building of an Enabling Infrastructure (shared service) for
enterprise information management, including Master Data
Management; Enterprise Messaging and Service Bus; and Data
Analytics.

Funding Source: TBD
Existing Agreement: N/ A

CLO Los Angeles Region Agreement to acquire digital aerial data for County and participating $4M (Est.) Operations 3 years, with 10/1/2013Imagery Acquisition agencies. 9 optional
Consortium (LAR-IAC) 4

yearsAgreement Funding Sources: County Dept Operating Budgets and Participating
Cities & Agencies
Existing Agreement: LAR-IAC 3

Page 2



Approx. Board Date: TBD
Funding Source: RAND Board
Existing Agreement: Nl A
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Department Board IT Agenda Item Description Amount CEO Cluster New Term Planned
Hearing Date

DPW Contract for Alamitos Contract for Alamitos Barrier Project & Dominguez Gap Barrier $600,000 per Community & 1 year, with
Barrier Project and Project Telemetry System Maintenance Services. year for up to Municipal four 1-year
Dominguez Gap Barrier 5 years Services option
Project Telemetry · Background: The Dominguez Gap and Alamitos Barriers are extensions
System Maintenance seawater barriers that are designed to inject freshwater into
Services underground aquifers to create protective pressure ridges and

prevent seawater from contaminating groundwater supplies.
Portions of the Dominguez Gap and Alamitos Barriers are outfitted
with Supervisory Control and Data Acquisition (SCADA) systems that

enable operators to remotely monitor conditions and control
equipment through COTS user interfaces. Other portions of the
barrier systems are manually operated.

· Scope: Inspection, maintenance, as-needed repairs, including
software configuration and re-programming, and the integration of
the manual segments into the automated systems. Note: the
Dominguez Gap and Alamitos Barrier systems will remain separate.

Approx. Board Date: TBD
Funding Source: Flood Fund (No County General funds)
Existing Agreement: Nl A

CIO Use of ITF for Enterprise Use of ITF to acquire and implement the enterprise IT Security and $240,000 Operations N/A
IT Security and Privacy Privacy Awareness training content for use in the County's Learning
Awareness Training Net.
Software

Approx. Board Date: TBD
Funding Source: ITF

Existing Agreement: Nl A
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